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editor’s letter

Governments and legislative bodies 
are often accused of lagging behind 
developments in technology, but 
the European Commission’s newly 
proposed data protection regula-
tions are designed to get ahead of 
what is fast becoming one of the 
defining challenges of the Internet 
age.

Make no mistake—the new rules 
will affect every organisation and 
every IT manager in Europe. 

They don’t simply update and 
consolidate a variety of country-
specific implementations of the 
existing EU directives. They also 
introduce significant new rules 
such as mandatory notification of 
data breaches. 

For many organisations, data 
protection is something they are 
convinced is not a problem until 
the day it becomes a problem.

There are too many examples 
of businesses or government bod-
ies across Europe forced through 
embarrassment after a high-profile 
data loss to introduce measures 
that most IT security experts would 

consider no more than standard 
best practice. Such measures 
include encryption, data classifica-
tion and basic information gover-
nance procedures—you can read 
more about the experts’ advice in 
our cover story this month.

But, technology being what it is, 
even the best-prepared organisa-
tions cannot be complacent. 

As if the problems of lost lap-
tops, missing memory sticks or 
hacked hardware were not enough, 
now IT managers have extra chal-
lenges such as consumerisation, 
mobile working and the cloud to add 
to their data protection worries.

The drive to use mobile technol-
ogy is unstoppable, creating mil-
lions of new devices just waiting to 
reveal sensitive corporate informa-
tion when they are left on the train. 

What’s more, the demands from 
employees to use their own devices 
for accessing work applications 
means you can’t even guarantee 
what those mobile computers will 
be or how secure they are.

And as information is increas-

eUroPean  
Data Protection
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ingly processed and stored in the 
cloud, where you may not even 
be sure what country your data is 
physically located, it’s not going 
to be good enough to simply hope 
your cloud provider is taking the 
necessary steps to protect your 
data.

Allied to an increase in the risks 
is an increase in awareness from 
people across Europe. As individu-
als, we now know the value of our 
personal information and have 
learned the extent to which that 
information is stored, analysed, 
traded and used to sell to us. 

As a result, data protection is 
not just about IT security or regu-
latory compliance—it’s a risk to 
the reputation and brand of any 
organisation found to have failed 
in its obligations. Look at Sony, 
whose PlayStation Network was 
hacked into last year. That incident 
exposed the details of 100 million 
users, leading to reparative work 
running into hundreds of millions of 

dollars as well as a huge hit to the 
company’s share price.

In this month’s IT in Europe, 
we look at the best practices and 
expert tips that IT managers need 
to know to ensure they don’t follow 
Sony into the halls of infamy. We 
examine the effect of virtualisation 
technology on data protection and 
the issues that you need to consid-
er when moving your information 
storage to a virtualised environ-
ment—don’t forget about things 
like backups, archiving and busi-
ness continuity planning.

Governments, legislators and 
consumers will no longer tolerate 
lax approaches to data protection 
any more than they would let banks 
leave their safes open for anyone to 
take our cash. Data is the new cur-
rency of the Internet age. Protect it 
with not only your technology but 
also your reputation. n

BrYAN GliCK 
Computer Weekly Editor in Chief
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PrePAriNG for the New eU dAtA ProteCtioN reGUlAtioN

n january 2012, the European 
Commission announced two 
important pieces of legisla-
tion affecting the personal 
data of EU citizens: the EU 

data protection directive and the 
EU data protection regulation. Of 
the two, the data protection regula-
tion will have the greater effect on 
most businesses that collect, hold 
or share data within the EU. This 
article will focus on the steps busi-
nesses can take to prepare for the 
new regulation when it comes into 
force.

ProPosed reGulation
With the EU data protection regu-
lation, the European Commission 
has proposed a comprehensive 
reform of the current data protec-
tion rules. The reform will do away 
with the current set of fragmented 
rules, and create a single data 
privacy law that stretches across 

Europe. It will also enable busi-
nesses to deal with a supervisory 
authority in just one country, rather 
than having to coordinate com-
pliance efforts across individual 
European countries in which it does 
business. 

The overall theme of the pro-
posed data protection regulation 
conveys that all personal data 
should be treated fairly and trans-
parently. The proposal states, “The 
specific purposes for which the 
data is processed should be explicit 
and legitimate and determined at 
the time of the collection of the 
data. The data should be adequate, 
relevant and limited to the mini-
mum necessary for the purposes 
for which the data is processed; 
this requires in particular ensuring 
that the data collected is not exces-
sive and that the period for which 
the data is stored is limited to a 
strict minimum.”

In addition, the new regulation 

PreParing for the new eU 
Data Protection regULation
Quick wins and long-term project ideas to prepare for the  
impending EU data protection regulation. By Sarb Sembhi

I

http://www.computerweekly.com/opinion/Proposed-EU-Data-Protection-Regulation-what-should-companies-be-thinking-about
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf
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will give consumers easier access 
to their own data, and the right to 
have their data deleted or “forgot-
ten” from any systems. 

Under the new regulation, busi-
nesses that suffer a serious data 
breach will be required to notify 
their supervisory authority within 
24 hours, if possible. Businesses 
that are breached may also have to 
pay fines of up to 2% of their total 
revenues. 

If the proposed data protection 
regulation is passed, it will become 
a mandatory compliance regulation 
throughout all of the EU. It is not 
yet clear when the proposed data 
protection regulation will become 
law, or if there will be changes to 
the regulation before it becomes 
law, but it is likely to come into 
force sometime between 2013 and 
2015. 

With a total of 91 articles, the 
proposed data protection regu-
lation is quite extensive. James 
McCloskey, senior research ana-
lyst for Ontario-based Info-Tech 
Research Group, believes the rules 
planned by the European Commis-
sion could eventually be adopted in 
other geographies. 

“The EU has driven leadership 
in terms of regulatory advances in 
legislations in other jurisdictions,” 
McCloseky said. “It ramps up the 
expectations of what it means in 
terms of protecting data.”

information Governance
To prepare for the time when the 
proposed data protection regu-
lation becomes law, businesses 
should first ensure they are practic-
ing good information governance. 

DirectiVe Vs. regULation
the terms directive and regulation have caused some confusion as they are often used 
interchangeably, incorrectly so. they are actually quite different and have different 
implications for every business engaging with eU citizens through the use of citizens’ 
data. 

when an eU directive is agreed upon, all member states must pass their own leg-
islation to enact the content put forward. Companies in a member state that does not 
undertake this step are not mandated to comply with the directive. the focus of the 
current eU data Protection directive relates to criminal investigation across eU bor-
ders, so it is beyond the scope of this article.

An eU regulation applies across all member states without any member having to 
take further action. the focus of the current regulation is strengthening online pri-
vacy rights and boosting the digital economies of its members. the proposed data 
protection regulation is intended to be a comprehensive reform of the current data 
Protection Act. n

http://searchsecurity.techtarget.co.uk/news/2240149166/Infosecurity-2012-ICO-opposes-mandatory-data-breach-notification
http://searchsecurity.techtarget.co.uk/news/2240149166/Infosecurity-2012-ICO-opposes-mandatory-data-breach-notification
http://searchsecurity.techtarget.co.uk/news/1280099387/E-discovery-laws-Having-an-information-governance-framework-matters
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If effective information governance 
practices are implemented, com-
plying with data protection legis-
lation becomes less complex and 
costly. 

Good information governance 
can only exist when a business 
knows what data it collects, who 
and where the data comes from, 
where it’s stored, how it’s stored, 
how it’s used and what it’s used 
for. It is also important to know 
all movements of data, any dupli-
cates of data and the quality and 
the integrity of the data at any one 
time. 

Having this information will 
enable businesses to quickly 
respond to questions they may be 
required to answer in order to be 
considered compliant with the data 
protection regulation, such as:

n  Have you implemented a  
data classification scheme? 

n  Does all company data  
have a known data owner? 

n  Can you identify all the employ-
ees that access all the sensitive  
or personal data you hold?

Quick Wins for smBs
There are a number of steps a 
small or medium-sized business 
can do—or should be doing—that 
can provide a “quick win” for com-
pliance when the regulation comes 
into effect.

First, determine whether the 
business already complies with 

existing data protection regula-
tions. If not, plan how and when it 
can become compliant, and docu-
ment this plan.

Review relevant documents, such 
as policies, procedures, standards 
and guidelines, and make a note 
about which ones will likely need to 
be amended.

Determine the information that 
must be provided to end users 
once the new data protection 
regulation is in place. For example, 
it may be necessary to create or 
update a document on users’ rights 
as provided by the regulation, tell-
ing them how these rights can be 
exercised, the process to exercise 
these rights, and who in the com-
pany they can contact for further 
information. 

Brief the executive board 
or senior management on the 
impending data protection regula-
tion. They must make a commit-
ment to support the changes that 
may be necessary for compliance. 

If the company operates across 

Determine whether 
the bUsiness aLreaDy 
comPLies with exist-
ing Data Protection 
regULations. if not, 
PLan how anD when  
it can become com-
PLiant, anD DocUment 
this PLan.

http://searchsecurity.techtarget.co.uk/news/1280099387/E-discovery-laws-Having-an-information-governance-framework-matters
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several EU member states, decide 
upon and document which country 
will be the “home” country in all 
matters involving the data protec-
tion regulation. The company may 
need to communicate with a super-
visory authority in the future, and 
the proper supervisory authority is 
determined by a company’s home 
country.

Create or review the plan to 
communicate a data breach inci-
dent within 24 hours to the data 
protection authority of the compa-
ny’s home country, as well as indi-
viduals affected by the breach. Be 
sure to document the process that 
will be followed after the breach, 
showing what information will be 
communicated, how it will be com-
municated to affected parties, and 
who in the company will do the 
communicating. 

lonG-term Projects 
Once these initial actions have 
been completed, consider under-
taking one or more long-term proj-
ects to embark on the path toward 
full compliance, which will be nec-
essary when the data protection 
regulation is implemented. These 
projects may include:

Obtaining user consent—Ensure 
consent is obtained from all users 
for all processing that is undertak-
en on the user data the company 
collects. 

Managing third-party relation-
ships—Under the new data protec-
tion regulation, it will be especially 
important to control the data flow 

between a company and the third 
parties with which it works, such 
as suppliers, according to InfoTech 
Research Group’s McCloskey. “If 
there is a violation, that liability 
is going to accrue directly to your 
company regardless of what third 
party you involved,” McCloskey 
said. “You may have some oppor-
tunity to sue them later, but ulti-
mately, it’s your brand and your 
responsibility.”  

n Anonymising data. Remove iden-
tifying data in all cases (such as 
birth dates) where such data is not 
relevant or necessary. Anonymis-
ing may include masking or scram-
bling the data.

n implementing data protection by 
design and default. This means not 
only retro-fitting citizen rights into 
existing applications, but also con-
sidering those right when designing 
any new processes or systems that 
will use citizens’ data.

n Controlling data from on mobile 
devices. Businesses today face a 
lot of pressure internally to sup-
port mobile devices, from execu-
tives and everyday end users alike. 
According to McCloskey, it’s nearly 
impossible for an company to man-
age data sent or received by these 
devices. McCloskey recommends 
putting full security controls on 
devices, or setting up virtual desk-
top environments to make the data 
available to users while minimising 
the footprint. “If you don’t deal  
with the proliferation and accessi-

http://searchsecurity.techtarget.co.uk/news/2240147309/Verizon-data-breach-report-highlights-continuing-POS-vulnerabilities
http://searchsecurity.techtarget.co.uk/news/2240147309/Verizon-data-breach-report-highlights-continuing-POS-vulnerabilities
http://searchsecurity.techtarget.co.uk/tutorial/Privacy-and-electronic-communications-regulations-Guide-to-EU-cookie-compliance
http://www.computerweekly.com/news/2240104894/Queen-Victoria-Hospital-signs-deal-with-Mastek-to-anonymise-patient-data
http://www.computerweekly.com/news/2240104894/Queen-Victoria-Hospital-signs-deal-with-Mastek-to-anonymise-patient-data
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bility of data from these endpoints, 
then dealing with data protection  
is going to be futile,” McCloskey 
said.

n Move to a single identifier for 
each individual. By having a single 
identifier, all records relating to an 
individual can be cross-referenced, 
regardless of the number of sys-
tems or applications involved. This 
will help when there is a need to 
respond to users’ requests to have 
their data deleted or forgotten. 

n Consider encrypting data  
based on a separate key for each 
user. Either provide the encryp-
tion key or permit users to use 
their own keys. Encryption systems 
and key management systems 
are becoming more powerful and 
easier to set up and use, although 
they still need to be built into the 

system architecture. Also keep in 
mind these systems may require 
extra processing power and may 
slow down existing applications. 
However, the benefits of providing 
users with their own encryption 

keys can be significant. When a 
user wants to exercise his or her 
right to data deletion, or the right 
to be forgotten, the user can do so 
simply by withdrawing the use of 
the key. For many people who take 
their privacy seriously, this is the 
preferred direction to follow. 

scoPe of the regULation
multinational comPanies must determine whether they must comply with the data 
protection regulation. 

the proposed regulation states: “Any processing of personal data in the context of 
the activities of an establishment of a controller or a processor in the Union should 
be carried out in accordance with this regulation, regardless of whether the process-
ing itself takes place within the Union or not. establishment implies the effective 
and real exercise of activity through stable arrangements. the legal form of such 
arrangements, whether through a branch or a subsidiary with a legal personality, is 
not the determining factor in this respect.

the processing of personal data of data subjects residing in the Union by a con-
troller not established in the Union should be subject to this regulation where the 
processing activities are related to the offering of goods or services to such data sub-
jects, or to the monitoring of the behaviour of such data subjects.” n

by haVing a singLe 
iDentifier, aLL  
recorDs reLating to 
an inDiViDUaL can be 
cross-referenceD.

http://searchsecurity.techtarget.co.uk/news/1511551/Symantec-acquires-PGP-GuardianEdge-for-encryption-key-management
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outcome of comPliance
Like many tasks in IT security, if 
the right principles are used at the 
outset, it is easier to do more with 
existing resources at a lower cost, 
rather than trying to retro-fit good 
practice later. Data is important, 
and personal data is even more 
important; it can make or break a 
business in today’s Internet-con-
nected world. 

In many cases, personal data is 
the one asset group that is leading 
to high valuations of businesses. 
This is because the analysis of that 
existing data can lead to further 
up-selling, more targeted promo-
tions, and other campaigns that 
will increase revenues. Therefore, 
wise businesses will create envi-
ronments that enable them to con-

trol user data in ways that provide 
users with confidence to offer more 
personal data to the business. 

The data protection regulation 
sets out citizens’ rights with the 
aim of encouraging businesses to 
provide that environment. And 
while there are fines associated 
with non-compliance, the most 
important motivation to become 
compliant should be to achieve 
sound information governance 
practices, which ultimately lead to 
cost reduction and profit genera-
tion. n

sarb sembhi, CISSP-ISSAP, GCIH, GAWN, is 
the director of consulting services at Incoming 
Thought. His is a past President of the London 
Chapter of ISACA, and the founder of its Secu-
rity Advisory Group, and current Chair of the 
Europe and Africa Region Government &  
Regulatory Authority Sub-Committee.

how the eU Data Protection reg- 
ULation wiLL affect the it channeL
n  trustmarque partners sophos to offer mobile device security 

infrastructure and software reseller trustmarque has formed an agreement with it 
security company, sophos, to provide a managed service to protect mobile devices, 
writes linda endersby. 

n  exacttrak ploughs funding round into channel development 
data protection start-up exacttrak is to plough a £475,000 private funding round 
into channel development as it seeks to build new routes to market for its mobile 
workforce data protection solution, security Guardian.

n  Cost of data breaches continues to rise 
the cost of having a data breach continues to rise with negligence by employers  
of contractors still causing a significant proportion of the problems. n 

http://www.incomingthought.co.uk/
http://www.incomingthought.co.uk/
http://www.microscope.co.uk/technology/security/trustmarque-partners-sophos-to-offer-mobile-device-security/
http://www.microscope.co.uk/technology/security/exacttrak-ploughs-funding-round-into-channel-development/
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dAtA ProteCtioN iN the virtUAl MAChiNe erA

f you are set to embark on 
review of server virtualisa-
tion data protection options, 
there are a couple of areas 
you need to consider before 

approaching management with 
new plans. 

Primarily, you have to recognise 
server virtualisation fundamentally 
challenges the old ways of protect-
ing data. 

As you probably know, virtual 
machines (VMs) are encapsulated 
into a series of discrete files called 
“virtual disks.” These are presented 
to the operating system within the 
VM as if they were physical, but 
they are in fact files that reside in 
the virtualisation vendor’s chosen 
file system. 

As they are just files, they can 
be copied around the network in 
archive format, which introduces a 
whole new way of backing up with-
out the need for in-guest backup 
agents. This can be extremely 

advantageous because most legacy 
backup vendors that historically 
backed up physical servers charge 
on a per-agent licensing system. In 
addition, virtualisation has had a 
big positive influence on other data 
protection schemes, such as repli-
cation and snapshots. 

BackuP 
It is fair to say that VM backup 
in the early days lacked the same 
granularity that legacy systems 
possessed. In the early days, a 
backup of the virtual disk was 
essentially a “normal” backup every 
day regardless of the rate of data 
changes taking place during busi-
ness hours. 

Similarly, restoring a VM from 
virtual disk backup often meant 
restoring the entire backup just to 
gain access to a couple of kilobytes 
of data. Fortunately, these limita-
tions were overcome some time ago. 

Data Protection in  
the VirtUaL machine era
Server virtualisation has introduced big changes to the backup and  
recovery process. It’s time to review your procedures and explore options  
for better backup, replication and snapshots. By Mike Laverick

I
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Most in the industry and com-
munity now rate VM backup as 
good as if not superior to the 
agent-based backups of yore; many 
vendors are able to bring a backed-
up VM onto the network in a mat-
ter of minutes. 

This is achieved by making the 
storage that acts as the backup 
target available across the network, 
thus negating the need to restore 
data to the original storage. Backup 
storage is mounted directly to pro-
duction virtualisation hosts, the 
backup VMs registered to the sys-
tem and then powered on. 

After this, it’s up to the adminis-
trator whether to destroy the origi-
nal and use the backup copy—or 
simply locate the lost data in the 
backup VM and copy individual 
files back. Another method adds 
the backed-up virtual disk into the 
VM that needs files restored to 
it, and so lost data can be copied 
from, say, a temporary T drive to 
D data drive. None of these new 
methods could have been achieved 
without the power of virtualisation. 

rePlication 
Besides backup, another way of 
protecting data is to replicate 
VMs from one system to another, 
which is frequently done as part 
of a disaster recovery strategy. 
VMware, as well as other virtu-
alisation vendors, now offers its 
own built-in replication technolo-
gies. Currently, these are available 
only if you buy into the wider DR 
automation tools, but it is likely 

these will be decoupled from these 
bundles and made available inde-
pendently. 

Even before the virtualisation 
vendors got into the replication 
game, the third-party ecosystem 
was already offering replication 
technologies, such as Veeam Soft-

ware’s Veeam Backup & Replica-
tion and Quest Software’s vRep-
licator. The interesting aspect of 
these VM-aware technologies is 
they are storage vendor-indepen-
dent—and therefore it’s possible 
to replicate VMs from one type of 
storage or storage vendor to anoth-
er without worrying about incom-
patibilities. 

That means that a business could 
choose to replicate data from its 
high-end storage from one vendor 
at one location to cheaper, low-end 
storage at another from a totally 
different vendor. This leaves IT 
administrators free to think about 
what really matters: how much 
network bandwidth they have and 
how that may limit the frequency of 
replication and affect their recovery 
point objectives. 

most in the inDUstry 
anD commUnity  
now rate Vm backUP  
as gooD as if not  
sUPerior to the  
agent-baseD backUPs 
of yore.
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snaPshots
Of course, this doesn’t mean you 
should forget about the data pro-
tection features your storage ven-
dor offers you. Most have for some 
time had the capacity to snapshot 
LUNs or volumes at specified 
intervals. This allows the storage 
administrator to present the previ-
ous state of those storage units to 
the virtualisation host. 

The big advantage of snapshots 
is they can be generally done at 
a much more frequent rate than 
replication alone allows for. Addi-
tionally, the functionality can be 
extended to all VMs regardless 
of their business critically. With 
replication we normally have to tri-
age the VMs, separating the wheat 
from the chaff to reduce the load 
on the network. 

Storage vendor snapshots are 
free of network cost—with their 
real costs being storage wasted 
holding redundant copies of data 
should the business need to roll 
back to a previous copy. Fortu-
nately, with the rise of data dedu-
plication and policy systems that 
roll up out-of-date snapshot data, 

this burden has been significantly 
reduced. 

The real advantage of snapshots 
is that they can massively reduce 
restore time should you have a 
catastrophic error such as a LUN 
or volume corruption or the mass 
infection of VMs by a virus. With 

the snapshot literally being minutes 
behind production data, you can 
roll back with minimal data loss 
and in a fraction of the time that 
conventional backups could pro-
vide. That’s not to say that backups 
aren’t still key to data protection -- 
but they can be enhanced and aug-
mented by the use of replication 
and snapshots to offer the business 
the flexibility and choices it will 
demand when data loss occurs. 

factors to WeiGh
Before embarking on a process of 
making decisions around server 
virtualisation data protection, you 
should look at your existing backup 
vendor and see what integration 
points it has to your chosen vir-
tualisation platform. Many legacy 
backup vendors have now started 

the big aDVantage  
of snaPshots is  
they can be generaLLy 
Done at a mUch more 
freqUent rate than 
rePLication aLone  
aLLows for.

Essential guide: EU Data  
Protection Regulation
This guide lays out what the 
new European Data Protection 
Regulation means for European 
businesses. .  
By KaylEigh BatEman

http://www.computerweekly.com/guides/Essential-guide-What-the-EU-Data-Protection-Regulation-changes-mean-to-you
http://www.computerweekly.com/guides/Essential-guide-What-the-EU-Data-Protection-Regulation-changes-mean-to-you
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to offer improved integration to the 
virtualisation layer. 

Remember that if you’re new to 
server virtualisation, you will have 

a commitment to physical servers 
for some time to come, and now 
might not be the optimal moment 
to switch to a radically new method 
of backing up. With that said, it 
could be that your previous backup 
and data protection strategy left 
something to be desired and the 

virtualisation project will offer a 
chance to question existing proce-
dures. If that’s the case, you should 
look to your virtualisation vendor 
for its built-in backup and replica-
tion technologies before bringing 
in yet another vendor to manage, 
maintain and update. 

For example, the VMware 
vSphere platform includes a free-
to-use Data Recovery appliance, 
which integrates directly into 
the main management platform 
(vCenter). It’s a rather modest 
system currently—a single appli-
ance is limited to backing up just 
100 VMs (you can have multiple 
appliances)—but many industry 
experts expect that in the future 
it will receive major updates from 
VMware. n

mike laverick is a VMware forum modera-
tor and member of the London VMware User 
Group. He is also the man behind the virtualisa-
tion website and blog RTFM Education, where 
he publishes free guides and utilities for 
VMware customers.

yoU shoULD Look  
to yoUr VirtUaLisa-
tion VenDor for  
its bUiLt-in backUP  
anD rePLication tech- 
noLogies before  
bringing in yet anoth-
er VenDor to manage,
maintain anD UPDate.

http://www.rtfm-ed.co.uk/
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france
disclosure of personal data:  
the new corporate nightmare
The draft European legislation
includes provisions that will
likely favour defenders of privacy 
but will also increase the risk for 
legal firms. REAd THE FULL SToRy 

the eU wants a unified regulatory 
framework for public procurement 
of cloud services in europe
Deputy Chief Commissioner Neelie 
Kroes argues for a unified regula-
tory framework for the pooling and 
purchasing of public cloud services 
in Europe. REAd THE FULL SToRy 

 

Germany
Privacy officers warn  
of consequences of eU data  
protection regulation
Data protection in Europe is in 
need of modernisation, accord-

ing to the National Association of 
Data Protection Commissioner. But 
the recent revelations of the new 
draft EU data protection regulation 
would mean a huge setback for 
Germany. REAd THE FULL SToRy

 

italy
how to prepare for new  
eU rules on data protection 
While still far from being approved 
it is better to be prepared for new 
taxes from the new EU regulation 
on data protection. Severe penal-
ties are expected. REAd THE FULL SToRy 

Privacy Policy, the eU  
is adapting to the cloud
The proposals made by the Com-
missioner for Justice, Viviane Red-
ing, update the principles enshrined 
in the 1995 directive on the protec-
tion of personal data, to strengthen 
the rights of online privacy and 
encourage the European digital 
economy. REAd THE FULL SToRy

news from across  
the continent 
Read more on data protection from our European partners. 

http://www.lemagit.fr/article/europe-legislation-donnees-personnelles-fuite-donnees-bruxelles/10298/1/fuites-donnees-personnelles-nouveau-cauchemar-des-entreprises/
http://www.lemagit.fr/article/ue-cloud-reglementation/10337/1/l-veut-cadre-reglementaire-unifie-pour-les-achats-publics-services-cloud-europe/
http://www.searchcloudcomputing.de/sicherheit/compliance/articles/342597/
http://searchsecurity.techtarget.it/articoli/0,1254,18_ART_146740,00.html
http://searchsecurity.techtarget.it/articoli/0,1254,18_ART_145735,00.html
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iNfostrAdA teAMs UP with roAMBi, MoBile sPorts ANAlYtiCs At olYMPiCs

MoBile

infostraDa teams 
UP with roambi,  
mobiLe sPorts ana-
Lytics at oLymPics
new iPhone and iPad app, for  
the Olympics, created by mobile Bi 
company Roambi and Dutch sports 
information provider infostrad.  
By Bryan McKenna

dutch sPorts information provider 
Infostrada has teamed up with 
mobile BI company Roambi to cre-
ate an iPhone and iPad app for the 
Olympics. 

Philip Hennemann, founder 
and chief executive of Infostrada 
Sports, said the tie-up will show-
case the possibilities of rendering 
statistics on mobile devices, espe-
cially the iPad, to sports executives 
on National Olympics Committees 
and other sports organisations or 
sponsors.

The Roambi app, which is free, 
includes data from a form guide to 

2012, the “Virtual Medal Table”, as 
well as data from the last four edi-
tions of the summer Olympics.

The Roambi and Infostrada visu-
alisations will allow people to anal-
yse countries’ performances over 
the last four Olympics while com-
paring up to four nations’ medal 
counts. The interactive analysis will 
forecast answers to questions such 
as, “Who will top the medal table 
in 2012” and “How does this com-
pare to previous games?” Or, “Will 
Team GB do better in 2012 than in 
2008?”

Infostrada’s Hennemann said, 
in a press statement: “The com-
bination of Roambi’s data visu-
alisations and our database has 
produced products which turn 
simple numbers into valuable infor-
mation for professional and per-
sonal users. The intuitive nature of 
these designs will make everyone 
an expert during this summer’s 
games.”

In the same statement, Santiago 
Becerra, CEO, chairman and co-
founder of Roambi underscored the 

more eUroPean content 
from the Uk techtarget  
network
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iPad’s significance to the deal: “The 
iPad has not only changed how 
people access information but also 
how organisations engage with 
users and share content in a post-
PC world.”

The two apps are the following: 
a “cardex,” for iPhone and iPad, 
which displays medal forecasts for 
each country and compares them 
with previous games using filing-
cabinet style charts; and “layers,” 
for the iPad only, which shows 
historical and forecasted medal 
counts for each country for each 
event.

Hennemann founded Infostrada 
in 1995, on the back of an idea for 
a fantasy cycling team, based on 
the Tour de France. In 1999, the 
company acquired and digitised 
Dutch football statistician John 
Fredrikstadt’s data set as a core 
asset. Since then it has developed 
information services for the sports 
industry. It monetises sports rights 
and produces and distributes 
sports content for clients who 
include broadcasters, event organ-
isers, sports federations, sports 
clubs, and media, marketing and 
advertising agencies.

Hennemann said the deal with 
Roambi will give Infostrada’s sports 
statistics greater exposure among 
senior executives on the National 
Olympic Committees.

Up until now, Infostrada built 
applications solely for data min-
ing professionals, but “the senior 
executives also have an informa-
tion need. ‘How is my nation per-

forming?’ they want to know on 
a Monday morning,” Hennemann 
said. And the iPad is “way better 
than a smartphone for such a man-
agement cockpit. Roambi was a 
product we were missing.”

Infostrada’s media clients are 
increasingly looking to combine 
data sets, internal and external, in 
“integrated cockpits.” And their 
market is also growing beyond 
sports associations to coaches, 
performance managers, govern-
ment officials and commercial 
sponsors, such as Nike and Adidas, 
who want to measure the return on 
their athletes. They want to know 
how many minutes a footballer 
wearing their kit is on the pitch, 
and not warming the subs bench or 
tweeting from the stands.

Will the apps help whet the 
appetite for sports statistics to 
American heights among European 
enthusiasts of the 42 Olympics 
sports? Hennemann’s view is that 
Europe always plays catch-up with 
the US, and it will be no different 
in this, although US sports, such as 
basketball, baseball and ice hockey 
are “better positioned to be anal-

“ roambi was a  
ProDUct we were 
missing.”

—PhiLiP hennemann 
founder and chief executive, 
infostrada sports
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ysed” than are sports more popu-
lar in Europe, such as football and 
rugby.

“There are less decisive stats in 
soccer than in baseball, it is true, 
but everyone is trying to get to the 
holy grail of soccer statistics,” he 
said. “Four years ago it was goals 
and assists. Now there is more 
spatial stuff on who is passing to 
whom and tracing and tracking of 
players as they run their speeds 
and so on.”

The trick, Hennemann said, is 
identifying what can be usefully 
analysed. The market has not come 
far with that, and the average soc-
cer coach is still too amateurish. 
“Do you know that some teams 
practice hitting the bar for fun? 
How stupid is that? Surely that  
just conditions you to hit the bar?”

Infostrada also uses browser-
based QlikView to provide infor-
mation to its clients, but preferred 
Roambi for the iPad and iPhone 
in this instance, Hennemann said, 
describing them as complementary 

technologies. But the “old days” 
approach of “building a complicat-
ed data warehouse first” to deliver 
to business intelligence applica-
tions is being superseded by these 
newer, more intuitive BI tools, he 
said.

Meanwhile, on the technology 
vendor side of the deal, Ali Shirnia, 
vice president and general manager 
of Roambi EMEA, said they are 
seeking to build on the “success 
with have had with other informa-
tion providers, such as IMS Health.

“Roambi makes it easy for [such 
providers] to distribute complex 
content in a meaningful way to 
their clients.”

His view is that software is 
needed to take the latency out of 
browser-based access to data on a 
mobile device.

“Users will not wait for data, for 
the network. Network operators 
have difficulty there, so you have to 
solve on the software side.” n
Brian mckenna is the site and news editor  
for SearchdataManagement.co.UK.

for more on sPorts bi, anaLytics
n �Predictive analytics at play at wimbledon 2011 shows what victorious  

players do time after time

n �searchsAP.com’s editor todd Morrison blogs on what lessons business  
can learn from sports analytics

n �learn how Us basketball team the orlando Magic is using advanced analytics  
to better read its customers. n

http://www.computerweekly.com/news/2240118390/EAT-deploy-Qlikview-to-take-Olympic-challenge
http://www.computerweekly.com/news/2240118390/EAT-deploy-Qlikview-to-take-Olympic-challenge
http://searchdatamanagement.techtarget.co.uk/news/2240037539/Predictive-analytics-data-visualisation-player-tracking-at-play-at-Wimbledon
http://searchdatamanagement.techtarget.co.uk/news/2240037539/Predictive-analytics-data-visualisation-player-tracking-at-play-at-Wimbledon
http://itknowledgeexchange.techtarget.com/sap-watch/what-lessons-can-businesses-learn-from-sports-analytics/
http://searchbusinessanalytics.techtarget.com/news/2240026182/Orlando-Magic-scores-big-with-advanced-analytics-software
http://searchbusinessanalytics.techtarget.com/news/2240026182/Orlando-Magic-scores-big-with-advanced-analytics-software
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vMwAre virtUAlisAtioN

sePa reaPs cost 
saVings rUnning  
oracLe on Vmware
SEPa’s it team was warned of the 
complexities of virtualising Oracle 
database and apps.
By Archana Venkatraman 

sePa’s it team had some concerns 
about virtualising Oracle database 
and applications using another ven-
dor’s virtualisation products. How-
ever, with strategic design, plan-
ning and testing, the team found 
success with VMware.

By 2011, Scottish Environmental 
Protection Association’s (SEPA) 
IT team had virtualised most parts 
of its data centre to bring its infra-
structure up to speed with growth 
in staff, technology and data. 

In addition to virtualising its 
estate, it also deployed VMware 
Site Recovery Manager (SRM) to 
ensure 100% uptime.

But SEPA kept its Oracle data-
base and applications in a physical 
infrastructure.

“We had invested hugely in Ora-
cle,” said Alastair Rennie, head of 
information services at SEPA.

The IT team knew that managing 
and supporting a fully virtualised 
infrastructure was far easier and 
cheaper than supporting a partially 
virtualised infrastructure.

“Oracle wanted us to use its own 
virtualisation and disaster recovery 
products,” Rennie said. “But the 
cost was horrific.”

With its previous history with 
VMware Inc.’s vSphere 4 and 
VMware Site Recovery Manager, 
SEPA virtualised Oracle using 
vSphere.

“We were familiar with 
VMware’s virtualisation tools as 
we have used free versions of ESX 
for testing and development, he 
said. And vSphere had the fea-
tures that suited our virtualisation 
needs,” he said.

But the plan to virtualise Oracle 
products and run them on VMware 
—or any other vendor’s platform—
was met with skepticism.

“Everyone advised us ‘don’t virtu-
alise Oracle using VMware, it won’t 
work,’” he said.

Even the business stakeholders 
advised against the project as SEPA 
had many mission critical apps run-
ning on Oracle and could not afford 
to risk them. There were other 
challenges too, including from 
Oracle itself, which wasn’t willing 
to support SEPA’s database and 
apps that it virtualised using the 
VMware platform, he added.

Oracle has since extended sup-
port for customers running Oracle 
products on VMware.

For the IT team, however, the 
benefits far outweighed the chal-
lenges. 

“We knew virtualising Oracle 
will bring prospective benefits of 
enhanced availability, efficiency in 
new application deployment and 
cost savings,” Rennie said. And it 
isn’t an impossible mission to run 
Oracle on VMware, he said.

Despite the potential lack of sup-

http://www.sepa.org.uk/
http://searchvirtualdatacentre.techtarget.co.uk/tip/Demystifying-VMware-Site-Recovery-Manager-and-its-role-in-DR
http://searchvirtualdatacentre.techtarget.co.uk/tip/Demystifying-VMware-Site-Recovery-Manager-and-its-role-in-DR
http://searchvmware.techtarget.com/What-is-VMware-vSphere-4
http://searchvmware.techtarget.com/tip/VMware-Site-Recovery-Manager-How-it-can-help-you
http://searchvirtualdatacentre.techtarget.co.uk/news/1523811/Oracle-changes-its-tune-about-RAC-on-VMware
http://searchvirtualdatacentre.techtarget.co.uk/news/1523811/Oracle-changes-its-tune-about-RAC-on-VMware
http://searchvirtualdatacentre.techtarget.co.uk/news/1523811/Oracle-changes-its-tune-about-RAC-on-VMware
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port, the IT team moved forward 
with the project.

oracle on vmWare  
challenGes, solutions
SEPA developed a technical design 
to run Oracle on VMware vSphere 
4 and started testing the environ-
ment, but it didn’t work, Rennie 
said.

“We found out that we had 
SATA RAID 6 and Oracle won’t 
work with that,” he said. 

“That’s the crunch point for Ora-
cle. It needs top of the range, fast 
high quality stuff around it to be 
effectively virtualised,” he added.

SEPA’s IT then replaced SATA 
RAID 6 with SAS RAID 10 and now 
runs Oracle on VMware vSphere 4. 
It also protects Oracle and all the 
other applications with SRM.

“We now have a fully virtualised 
application system and are reaping 
enterprise wide benefits,” Rennie 
said.

The team has virtualised all core 
business systems—finance, license 
management, helpdesk and docu-
ment management systems. It had 
30 terrabytes of data virtualised on 
vSphere 4 and all this data is pro-
tected by SRM.

Its overall virtualisation project 
brought IT-specific benefits. It has 
a fully virtualised application sys-
tem; a robust data backup, replica-
tion and disaster recovery strategy; 
and a virtualised storage infrastruc-
ture.

But there were wider business-
level benefits too. “We got some 

great cash savings,” Rennie said.
The team reduced the implemen-

tation budget by approximately 
£180,000; it reduced the storage 
space by five cabinets; and conse-
quently reduced power consump-
tion by c20kWx2; it also achieved 
better than 99.98% availability and 
improved resiliency.

Once the project was complete, 
the team reworked its Oracle 
licensing agreement. SEPA now 
has an enterprise agreement that 
covers any Oracle apps that it may 
want to virtualise using vSphere in 
the future, and it worked out to be 
a cheaper licensing arrangement, 
Rennie said.

“We haven’t experienced any 
downtime or performance issues 
since we started running Oracle on 
VMware,” he added.

“Virtualising a complete Oracle 
instance is not complex, as long as 
you approach the technical design 
carefully and apply good principles 
for architecture and sizing,” Rennie 
said. n

archana venkatraman is the Site Editor  
of SearchVirtualdataCentre.co.UK. 

“ we foUnD oUt that  
we haD sata raiD 6 
anD oracLe won’t 
work with that.”

—aLastair rennie 
head of information services, 
sePa
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CoMMUNiCAtioNs

eUro 2012’s
commmUnications 
infrastrUctUre  
to boost footbaLL 
technoLogy
Orange and tP must deliver a commu-
nications infrastructure to ensure Euro 
2012 is broadcast worldwide without 
glitches. Find out about the challenges. 
By Joe Fernandez

With the teams selected and the 
group draws concluded, prepara-
tions for next summer’s Euro 2012 
football tournament are well under 
way in Poland and Ukraine. Tech-
nology is a big part of that process, 
with Orange and Telekomunikacja 
Polska (TP) building an IT and 
communications infrastructure in 
Poland that will support the mas-
sive data transmission necessary 
for the event.

Orange will provide the fixed and 
mobile telephone services while TP 
will provide the WAN infrastruc-
ture and the Internet links across 
all of the tournament’s eight-
venue estate. The solution will 
also include a public access Wi-Fi 
network across public transport 
and key tourist buildings, including 
libraries.
The challenge of managing this 
football technology is no small feat. 
TP and Orange will provide the fol-
lowing, amongst other services: 
 
n  7,000 Internet and corporate-

network access ports

n  1,750 fixed phone lines
n  1,425 mobile phones
n  1,300 LD monitors sourced from 

Sharp
n  1,000 laptops
n  1,000 TV sets also sourced from 

Sharp
n  150 wireless access points
n  2,500 km of optical cabling in all 

facilities
n  Bit rate of 70 Gbps, enabling 

simultaneous transmission (also 
in HD) from 32 cameras

n  800 members of the Euro tech-
nological support team.

n  Guaranteed 99.999% reliability 
of the systems and hardware, 
with the maximal permitted 
transmission downtime of 26 sec-
onds a day.
The integrated wired and wire-

less network will provide the ser-
vice of data transmissions on the 
basis of fibre-optical and Wi-Fi, 
ultimately running over a Layer 3 
MPLS VPN. The central LAN will 
connect to two WAN routers locat-
ed in Poland and Ukraine. These 
will be monitored around the clock 
to ensure the above deliverables 
are met and the tournament runs 
on schedule with minimal disrup-
tion to the teams, viewers, journal-
ists and officials.

BuildinG sustainaBle  
unified communications  
infrastructures
The main goal of a unified com-
munications strategy should be to 
facilitate an innovative business 
process regardless of the commu-

http://www.google.co.uk/url?sa=t&rct=j&q=euro%202012&source=web&cd=1&sqi=2&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.uefa.com%2Fuefaeuro2012%2F&ei=RuHcTuGkOqrv0gHxuYDVDQ&usg=AFQjCNHnS5xNaHuCiVO1F76oAPItVvi9eg&sig2=zNQgiGxWCtMVFUDMupNr6Q
http://www.google.co.uk/url?sa=t&rct=j&q=orange%20corporate&source=web&cd=5&sqi=2&ved=0CFwQFjAE&url=http%3A%2F%2Fwww.orange.com%2F&ei=GeLcTtmoI-Lf0QHA0smcCw&usg=AFQjCNFBGVIstsxVZBW7mkmt7M7deSjpoQ&sig2=0YJjkiIDzZFTzdQI_N2CHA
http://itknowledgeexchange.techtarget.com/modern-network-architecture/unified-communications-and-telecom/
http://itknowledgeexchange.techtarget.com/modern-network-architecture/unified-communications-and-telecom/
http://searchnetworkingchannel.techtarget.com/tip/Designing-a-WAN-infrastructure
http://searchnetworkingchannel.techtarget.com/tip/Designing-a-WAN-infrastructure
http://searchmobilecomputing.techtarget.com/definition/access-point
http://searchmobilecomputing.techtarget.com/definition/optical-wireless
http://searchnetworking.techtarget.com/definition/bit-rate
http://whatis.techtarget.com/definition/0,,sid9_gci212177,00.html
http://searchtelecom.techtarget.com/feature/Guide-to-MPLS-VPN-Ethernet-VPLS-edge-networking-services
http://searchtelecom.techtarget.com/feature/Guide-to-MPLS-VPN-Ethernet-VPLS-edge-networking-services
http://itknowledgeexchange.techtarget.com/itanswers/types-of-mpls/
http://itknowledgeexchange.techtarget.com/itanswers/types-of-mpls/
http://searchunifiedcommunications.techtarget.com/answer/Integrating-Unified-Communications-apps-into-an-existing-infrastructure
http://searchunifiedcommunications.techtarget.com/answer/Integrating-Unified-Communications-apps-into-an-existing-infrastructure
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nications medium.
IT operations and security staff 

often struggle to get their arms 
around the problem of securing 
Voice over IP and unified com-
munications. Knowing threats and 
defense strategies is essential to 
maintaining their premise.

Yet, successful unified commu-
nications (UC) infrastructures can 
be deployed via server virtualisa-
tion and reduce capital outlays and 
management overhead for enter-
prises with limited resources.

The new football technology 
system, which has been in develop-
ment by UEFA, Orange and TP for 
two years, will link the host cities, 
stadiums and hotels with UEFA 
representatives and local organisa-
tional committees.

It will also support transmissions 
from all TV cameras in stadia to 
UEFA’s many official broadcast 
partners at the International Broad-
casting Centre in Warsaw.

TP is leveraging its existing expe-
rience in providing tailor-made IT 
and communications services, in 
order to help the tournament air 
without hindrance or intrusion.

TP president Maciej Witucki 
explained, “The network we 
have built with Orange includes 
advanced end-to-end solutions 
integrating various systems and 
applications. It will provide UEFA 
employees, journalists and com-
mentators [with] data transmis-
sion, Internet access and voice 
communications (fixed, mobile, 
and IP) as well as help satisfy 
UEFA’s hardware requirements.”

sPorts it, footBall technoloGy 
and communications infra-
structure: an evolvinG art
All IT eyes will be on this project 
and the football technology. In 
large part, Orange and TP will be 
sure to avoid the kind of communi-

bUiLDing sUstainabLe UnifieD  
commUnications infrastrUctUres
the main Goal of a unified communications strategy should be to facilitate an innova-
tive business process regardless of the communications medium.

it operations and security staff often struggle to get their arms around the prob-
lem of securing voice over iP (voiP) and unified communications. Knowing threats 
and defense strategies is essential to maintaining their premise.

Yet, successful unified communications (UC) infrastructures can be deployed via 
server virtualisation and reduce capital outlays and management overhead for enter-
prises with limited resources. n

http://searchsecurity.techtarget.com/tip/Unified-communications-infrastructure-threats-and-defense-strategies
http://searchsecurity.techtarget.com/tip/Unified-communications-infrastructure-threats-and-defense-strategies
http://searchunifiedcommunications.techtarget.com/news/1373668/Unified-communications-infrastructure-virtualization-now-a-reality
http://searchunifiedcommunications.techtarget.com/news/1373668/Unified-communications-infrastructure-virtualization-now-a-reality
http://searchsecurity.techtarget.com/tip/Secure-data-transmission-methods
http://searchsecurity.techtarget.com/tip/Secure-data-transmission-methods
http://searchunifiedcommunications.techtarget.com/definition/VoIP
http://searchunifiedcommunications.techtarget.com/definition/VoIP
http://searchunifiedcommunications.techtarget.com/answer/Integrating-Unified-Communications-apps-into-an-existing-infrastructure
http://searchsecurity.techtarget.com/tip/Unified-communications-infrastructure-threats-and-defense-strategies
http://searchsecurity.techtarget.com/tip/Unified-communications-infrastructure-threats-and-defense-strategies
http://searchunifiedcommunications.techtarget.com/news/1373668/Unified-communications-infrastructure-virtualization-now-a-reality
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cations interruption that occurred 
at the World Cup in South Africa.

In addition, the tournament is 
being labeled a warm-up to the 
London 2012 Olympic Games, for 
which Cisco is building a similar 
communications infrastructure. As 
such, Orange and TP will be under 
the highest scrutiny from the public 
to deliver a technological marvel 
for other events to rival.

UEFA Events SA CEO David  
Taylor has laid down stiff orders 
to the firms: “It is crucial we have 
best-in-class services from Orange 
and TP, our technology partner, 
in order to deliver the live match 
signals from Polish stadiums to 
UEFA’s many broadcaster partners 
and then on to football fans around 
the world.”

But Witucki remains unfazed. 
“We are committed to ensuring we 
meet all the needs of UEFA, jour-
nalists, our clients and customers 
of the Euro 2012 so that we can be 
part of the solution to help deliver 
an outstanding experience of the 
events for all viewers and fans.”

Part of his confidence comes 
from early success in the two 
draws held for the tournament to 
date.

“We have already passed the 
first test, supporting the UEFA Euro 
2012 qualifying draw in Warsaw 
in February 2010 and last week’s 

group draw at the Palace of Arts in 
Kyiv, Ukraine, when we provided 
communications and data trans-
mission services for UEFA and for 
the media without any glitches.

“We now plan to create a special 
lab to simulate the interoperation 

of the systems for the Euro 2012 
team in coordination, where neces-
sary, with the systems of UEFA’s 
Ukrainian technology partners,” he 
said.

It is clear that this networking 
challenge will be a massive task 
for TP and Orange, but if it runs 
smoothly, this new virtualised, 
high-tech Euro tournament could 
well be an example for other ven-
dors to follow in the years to  
come. n

joe fernandez was previously a news  
writer for SearchNetworking.co.UK. 

the toUrnament  
is being LabeLeD  
a warm-UP to the 
LonDon 2012 oLymPic 
games, for which  
cisco is bUiLDing a  
simiLar commUnica-
tions infrastrUctUre.

http://searchsoa.techtarget.com/definition/interoperability
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